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LanSchool Air Data Processor Agreement (DPA)

LanSchool Air J12! B 2 X 2| H 2F(DPA, Data Processor Agreement)

This LanSchool Air Data Processing Agreement (which addresses both privacy and security
requirements) and its annexes (“DPA”) form part of the Stoneware Sales Agreement or other
written or electronic agreement between Stoneware, Inc. and Customer (the “Agreement”) for the
purchase of LanSchool Air services from Stoneware, Inc. to reflect the parties’ agreement in relation
to the Processing of Personal Data.
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This DPA supplements any agreement between the parties with respect to the subject matter
hereof; and will be effective from the moment that Customer accepts LanSchool Air Terms of
Services ("Effective Date").
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Upon signature of the Agreement and acceptance of the LanSchool Air Terms of Services, this DPA
will become legally binding; and you (Customer) are entering into this DPA on behalf of Customer, to
the extent required under applicable privacy, security and data protection Laws and Regulations,
including applicable education and student privacy and security laws and regulations, in the name
and on behalf of its Authorized Affiliates to the extent Stoneware processes Personal Data for which
such Authorized Affiliates qualify as the Controller. Customer understands that this DPA is applicable
to all users and warrants that it has the necessary powers to enter into this DPA on behalf of such

users.
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We may update these terms to accommodate new legal requirements or as necessary to reflect
operational updates. If you have an active LanSchool Air subscription, we will let you know via email
or via in-product notification. You can find archived versions of the DPA here.
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DPA execution:
DPA 24

a) This DPA consists of two parts: the main body of the DPA, and Annexes A, B, C, D and E
EDPAE F 222 Z PH N USLICHDPAEEZ & E&E A B,C,D,E

This DPA has been pre-signed on behalf of Stoneware, Inc., including the EU Standard
Contractual Clauses in Annex D, as the data importer. (Note: Annex D is generally applicable
to only processing activities that may involve the transfer of Personal Data from the
European Union, European Economic Area, United Kingdom, and/or other countries with
similar adequacy or equivalency standards pertaining to cross-border data transfers).
Further, it represents contractual provisions serving as safeguards for safe personal data
transfers required by applicable data protection laws.
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For the avoidance of doubt, you need to sign this DPA on page 9. If applicable, Annex D will apply by
reference.
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Definitions: In this Clause, the following terms shall have the following meanings:
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a) "Controller", "Processor", “Subprocessor”, “Data Processing”, and "Processing" (and
"Process") shall have the meanings given in EU Data Protection Law and equivalent terms in
Applicable Data Protection Law;
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(a) "Applicable Data Protection Law" means all applicable laws, rules, regulations,
orders, and all related amendments thereto, in any jurisdiction in which Supplier
provides LanSchool Services, including any laws concerning privacy, data security,
data protection, data breaches, and confidentiality such as the California Consumer
Privacy Act of 2018 (“CCPA”) and the California Privacy Rights Act (“CPRA”); the
European Union’s General Data Protection Regulation 2016/279, as amended,
replaced or superseded from time to time, (“GDPR”), the United Kingdom's Data
Protection Act 2018 as amended , The Brazil Law No. 13.709/18 as amended
(“LGPD”) and the regulations implemented (or to be implemented) and any such
applicable laws, including national, state and/or local education and student privacy

laws.
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b) “Personal Data” is information that relates to an identified or identifiable individual
including, but not limited to, students, parents, and school employees.
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c) “Data Subject” is an individual person who can be identified directly or indirectly including,
but not limited to, students, parents, and school employees.

d) “Customer” is the Controller. For the purposes of this DPA only, the term “Customer” shall
include Customer and Authorized Affiliates;

LanSchool Air Data Processor Agreement vO11 March 2025
LanSchool Air GO & X 2| Al 2k v011 2025 32




stoneware

a lenowo. company

FGHOY, "D 2470lctE EXH 0= D241t

toii - U
i
I
10
a
Q'E
r
[
Mt
o
o
>
2
ron

e) “Supplier” means Stoneware, Inc., which acts as Processor.
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(b) "Data Exporter" means a party that transfers Personal Data to another Party in
accordance with the Agreement.
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(c) "Data Importer" means a party that receives Customer Personal Data from
another Party in accordance with this Agreement.
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Relationship of the parties: Customer acknowledges Supplier as a Processor to process the Personal

Data that is the subject of Stoneware Sales Agreement, LanSchool Air Terms of Services and EULA
with Supplier. Each party shall comply with the obligations that apply to it under Applicable Data
Protection Law.
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Purpose limitation: Supplier shall process the Personal Data as a Processor and strictly in accordance
with the documented instructions of Controller (the "Permitted Purpose") as documented in Annex

A “Processing details”, except where otherwise required by any Applicable Data Protection Law.
Supplier shall immediately inform Controller if it becomes aware that Controller's Processing
instructions infringe Applicable Data Protection Law. In no event shall Supplier process the Personal
Data for its own purposes or those of any third-party, including for marketing purposes. For the
avoidance of doubt, Supplier shall not send marketing or otherwise promotional communications to
Lenovo Lan School Air users leveraging personal data obtained from the use of Lenovo Lan School
Air. The latter will not prevent any individual from receiving marketing or promotional
communications if those originate in the context of standard channels such as Stoneware or Lenovo
website and other sales related channels.

SO Het B e e 2 HCIEEESHUM Eel 8ot A= ZRE Meldty,
ZZ2NMAZAN 2D R AEEXME MFAIE"2 20l AESH0 e 2 M SHE

K& (Ol G188 BX")S 2245 45101 HOl FBE Helohok BLICHL BSRte
AEZ249 Hel XAt

e
gLICL oet BL0E S=S At

LanSchool Air Data Processor Agreement vO11 March 2025
LanSchool Air GO & X 2| Al 2k v011 2025 32



stoneware

a lenowo. company

HIEEE XMelotH M= SHELICH 222 KX
0

o2 MMES Soll FISet HEEE 01E6HN HHAZ 0O AFE XS0 OHH E
=02 828 ASELE0HM=s HEULL USRI UHES2 AEANH L= dled
SHOIX € 1 2 &H0f 23 et 2= LeHEel e =

International transfers: Supplier may transfer the Personal Data to any country outside of the

country from which Personal Data was collected in compliance with applicable Data Protection and
data localization laws. For the avoidance of doubt, data should be hosted as specified further in this
Agreement (i.e. a regional-specific approach/location), and:

e HE: Bt 28 H0IH 258 L HOIH SXlst EE0 et HE! CIOIE ot =& =
=)L R =2 W UIOIHE BEE == UsLICH 222 4K E SL0iJ| ?of CIOIEH=
= X)) SAEE OO0 & LICH

= AU FIOI2 BAIE HZ2(F, NEE §2 SA/2IX)

a) Personal Data transfers outside of the European Economic Area ("EEA") and the United
Kingdom are allowed: (i) if the Personal Data transfer is to a recipient in a country that the
European Commission United Kingdom Secretary of State, and/or the United Kingdom's
Information Commissioner’s Office have decided provides adequate protection for Personal
Data; and (ii) to a recipient that has executed standard contractual clauses adopted or
approved by the European Commission, United Kingdom Secretary of State, and/or the
United Kingdom's Information Commissioner’s Office.
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Supplier may transfer the Personal Data outside of Brazil if: (i) the Data transferisto a
recipient in a country that the National Authority has decided provides adequate protection
for Personal Data; (ii) to a recipient that has executed standard contractual clauses adopted
or approved by the National Authority; or (iii) when the recipient is able to provide and
demonstrate the implementation other safeguards in accordance to the Brazilian Data
Protection Law and the international transfer is approved by Controller.
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b. Generally, the acceptance of this DPA results in approval by the Customer that Stoneware,
Inc. may transfer Personal Data across borders to the extent that Stoneware complies with
any Applicable Data Protection Law. In this regard, Annex D “International Data Transfers”
applies between Controller and Supplier where relevant.
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Customer Data may be accessed by sub-processors as per Annex B of this Agreement in third
countries, e.g. in the USA, which is carried out with the adequate safeguards required for third
country transfers, e.g. Standard Contractual Clauses. Each intra-group data transfer is conducted
based on the Supplier's Intra-Group Data Transfer Agreement, which includes Standard Contractual
Clauses to ensure secure international data transfers.
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Confidentiality of Processing: Supplier shall ensure that any person that it authorizes to process the
Personal Data (including Supplier’s staff, agents and subprocessor) (an "Authorized Person") shall be
subject to a strict duty of confidentiality (whether a contractual duty or a statutory duty) and shall
not permit any person to process the Personal Data who is not under such a duty of confidentiality.
Supplier shall ensure that all Authorized Persons process the Personal Data only as necessary for the
Permitted Purpose. Furthermore, Supplier shall not commercially exploit the Personal Data.
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C. Use of Artificial Intelligence: Supplier uses Artificial Intelligence technology (the “Al”) in

relation to some of its offerings (e.g. LanSchool On-Task Monitoring). The Al is leveraged to
interpret the meaning of the classroom objective and analyze already-captured student
data. It does not collect any additional information from users beyond regular product
requirements. No automated decision-making, beyond simple identification, should be
triggered. The Al will not provide any output that constitutes unlawful discrimination or
bias or infringement of intellectual property rights. The Supplier has a process in place to
address issues related to the quality and safety of the Al system outputs, including any
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unlawful discrimination or bias in those outputs. Supplier complies with Applicable Data
Protection Law and other applicable legislation in respect of the Al.
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Security: The Processor shall implement appropriate technical and organizational measures to
protect the Personal Data (i) from accidental or unlawful destruction, and (ii) loss, alteration,
unauthorized disclosure of, or access to the Personal Data (a "Security Incident"). Annex C contains
LanSchool Air Technical and Organizational Measures (TOMs).
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Subprocessing: Supplier agrees that any third-party subprocessor it appoints shall be bound to
substantially similar standards of data protection provided for by this Agreement; and that Supplier
will enter into agreements accordingly with its applicable subprocessors to give appropriate effect to
the requirements in this DPA. Controller agrees that Supplier may use any subprocessor listed in
Annex B. Notwithstanding this, Controller consents to Supplier engaging new subprocessors
(including the replacement of existing ones) to process the Personal Data, provided that: (i) Supplier
provides at least 30 days prior notice of the addition or replacement of any subprocessor (including
details of the processing it performs or will perform), which may be given by providing details of
such addition or replacement to Controller; and (ii) Supplier imposes data protection terms on any
subprocessor it appoints that protect the Personal Data to substantially similar standards provided
for by this DPA. If Controller refuses to consent to Supplier's appointment of a new third-party
subprocessor, which should not be withheld unreasonably, then either Supplier will not appoint the
subprocessor or Controller may elect to terminate the Agreement, provided that Controller has
substantial and documented reasons for objection to the change.
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Cooperation and Data Subjects' rights: Supplier shall provide reasonable and timely assistance to
Controller to enable Controller to respond to: (i) any request from a Data Subject to exercise any of
its rights under Applicable Data Protection Law (including its rights of access, correction, objection,

erasure and Personal Data portability, as applicable); and (ii) any other correspondence, enquiry or
complaint received from a Data Subject, regulator or other third-party in connection with the
Processing of the Personal Data. For the avoidance of doubt, Data Subject Requests (DSRs) shall be
requested by Controller by submitting a formal request in the Stoneware DSR Privacy Webform.
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Security incidents: Upon becoming aware of a Security Incident, Supplier shall inform Controller

without undue delay and shall provide all such timely information and cooperation as Controller may
require to fulfil its Personal Data breach reporting obligations under (and in accordance with the
timescales required by) Applicable Data Protection Law. Supplier shall further take measures and
actions as are necessary to remedy or mitigate the effects of the Security Incident and shall keep
Controller informed of all developments in connection with the Security Incident.
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Deletion or Return of Data: Upon termination or expiry of the Stoneware Sales Agreement, Supplier

shall, upon Controller’s request, destroy or return to Controller all Personal Data (including all copies
of the Personal Data) in its possession or control (including any Personal Data subcontracted to a third
party for Processing). If Controller does not give further instructions to Supplier, Supplier’s data
retention schedule, as laid out in Annex A, will apply. This requirement shall not apply to the extent

LanSchool Air Data Processor Agreement vO11 March 2025
LanSchool Air GO & X 2| Al 2k v011 2025 32


https://privacyportal.onetrust.com/webform/3c884b5f-db83-4077-91c8-fbfdaaba21fe/bb433889-e41d-4702-9a15-903854dbc8be
https://privacyportal.onetrust.com/webform/3c884b5f-db83-4077-91c8-fbfdaaba21fe/bb433889-e41d-4702-9a15-903854dbc8be
https://privacyportal.onetrust.com/webform/3c884b5f-db83-4077-91c8-fbfdaaba21fe/bb433889-e41d-4702-9a15-903854dbc8be

stoneware

a lenowo. company

that Supplier is required by any Applicable Data Protection Law to retain some or all of the Personal
Data, in which event Supplier shall isolate and protect the Personal Data from any further Processing
except to the extent required by such law.
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Audit: During the term of this Agreement and for three years after termination or expiration,
Supplier shall provide Controller, upon reasonable request and reasonable prior notice, with: (i)
access to summaries of: (1) Supplier's practices (including its security protocols and procedures); (2)
internal policies; and (3) records relating to the privacy and security of Personal Information and the
Processing of Personal Information available for review, excluding records subject to attorney-client
privilege or which constitute work product; (ii) assistance and cooperation of Supplier’s relevant
staff; and (iii) responses to questionnaires for the purpose of determining Supplier’s compliance with
its obligations in this Agreement (“Audit”). Such Audits shall be limited to once per year, except
where: (i) such Audit is required by Applicable Data Protection Laws, or to satisfy any requests or
demands from any regulator or any legal or administrative process; (ii) such Audit is requested
because Controller has legitimate concerns about the privacy and security of the Personal Data
Processed by Supplier; or (iii) there has been a confirmed Security Incident. Notwithstanding the
foregoing, if the summary of practices, policies, and records or the responses to the questionnaire
provided by Supplier are deemed insufficient to satisfy the requirements or demands from a
regulator or legal or administrative process, the parties agree to negotiate in good faith the terms
and scope of an additional Audit to satisfy such request/demand. Supplier shall provide Controller
with information reasonably necessary for Controller conduct and document data protection
assessments.
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LTAE S0 FFet A2z U e 2, & EAAdeE et RE/RFE SFoH|
e HEE2HD

OIH 2= &t
grLICh.

IN WITNESS WHEREOF, Stoneware and Customer have executed this Agreement as of the date
written above.

Ol0ll (e, A=A A D282 01 & HAIE W0 2 HSS MZELICH
Stoneware, Inc. Customer

AEO FAB| A ikl

Signature: Signature:

Nk A g

Print Name: Kimberly Page Print Name:

Mod. MO

o O oo,

Title: Strategic Operations Manager Title:

Mg MeSE 2 0L ESh-ig
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ANNEX A — PROCESSING DETAILS

EEA-EEXNC ARAE

Type of data & data subjects

NP0 E2 Y MY =

Retention Period
22012t

Nature, purpose, and

subject matter

Student Interface related data:

e The auto-generated unique GUID of
the student

e The student ID as provided.

e The first name of the student.

e The last name of the student.

e The e-mail address of the student.

e The student's login name.

e The date that this student object

was created.

The date that this student object

was updated.

st
[ )

IHHOIA 23 H 8
Ol AisMAE 1% GUID

[¢]

Jon 1o 0 10 [o [0

I

[e]

0

44

[ ]
o o o
oz O k-

00 00 0z 0z 0z 0z 0z 0%

[ ]
gl g

=N =N
o ox M=
TSRS

ox

n

e

>

(o]
>
=

EOIOIEE St

°
ol
J
0

Upon user’s request for
deletion or after 1 year of
not having an active
license or trial, data will
be archived. Archived
data is purged after 90
days.

0z
o
HU
=
m
=)
0
3|
Ol

n ) —
PaE. 22 2=

90 0l= MIHE.

SE, 2 QA

Data Access (retrieve,

copy, examine, modify,
transport, scan, or
otherwise access
Customer Data)

HE H2 (3=, 2AL BA,
4T, 018, A% E= 1 9
DA HBO S FD)

School Employee Interface related

data:

e The auto-generated unique GUID of
the teacher

e The school employee’s ID.

e The first name of the school
employee.

e  The last name of the school
employee.

e The e-mail address of the school
employee.

e The MongoDB ID of the cloud user
that corresponds to this teacher
object.

e  Access tokens

e The date that this school employee
object was created.

e The date that this school employee
object was updated.

Upon user’s request for
deletion or after 1 year of
not having an active
license or trial, data will
be archived. Archived
data is purged after 90
days.

0z
i
Hu
=
o
S
0y
&
ror
o

Data Access (retrieve,
copy, examine, modify,
transport, scan, or
otherwise access
Customer Data)

B2 B2 (S, SAL B AL
+=3,0/8, A E=1 ¢

DR 20 et E2
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bl
F'JQ

CIE{HOIA 2H S

gﬁ

WAL ItsMAEE 1% GUID

st XA D

s XA 0|18

st AX R ()

s XA OIHIY =4
WAFCHALS 22tRE AIZ XL
MongDB ID

AHA E2

oS st QXA HEI MHE LAt
oS st AR HEI HH0IEE
o Xt

2H

=/

kJ

Client Interface related data:

The auto-generated unique GUID of
the client

The login name of the current
student. It could be an e-mail
address or a username.

The MongoDB ID of the
corresponding device from the core
database.

The date that this client object was
created.

The date that this client object was
updated.

OIEHOIA 2t HE

DM TsMAEE NS GUID
S s 201 0|8, 0lH Y
FAL LT ADAIENEL £
o|l=2

AN O

DO CIOIEHIOI A4S DI D10

A S 6= MongoDB ID

oY DM HEI MHE Xt

oHE D4 FEJH HO0IESE 27Xt

Upon user’s request for
deletion or after 1 year of
not having an active
license or trial, data will
be archived. Archived
data is purged after 90
days.

Data Access (retrieve,
copy, examine, modify,
transport, scan, or
otherwise access
Customer Data)

MY 2 (32, AL HAL
=&, 018, 2 E= 13

[

D2 FH2 0l 03 F2)

-/ =

Class list related data

The auto-generated unique GUID of
the class

The name of this class. This is
required.

The class ID as provided by the
Student Information System.

The school ID as provided by the
Student Information System.

The class period or other
designation that distinguishes this
class from other classes of the same

type.

Upon user’s request for
deletion or after 1 year of
not having an active
license or trial, data will
be archived. Archived
data is purged after 90
days.

ctol& AL MOl &ls
AEZ 190] ZtEt =,

Data Access (retrieve,
copy, examine, modify,
transport, scan, or
otherwise access
Customer Data)

e D (52, 2 AL 2 AL
=8, 018, A E=1) 2

DX FL20 Uet E2)
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e The owner of this class list.

e The teacher objects for the teachers
that have access to this class list.
The Teacher Interface is defined
below.

e The student objects for the students
that belong to this class list.

e The client objects for the devices
that belong to this class list.

e The ID of the user that last changed
this class list.

e The date that this class list was

created.

The date that this class list was

updated.

1%
J I 4> A
0Z 0% 02 O m

P
02 02 02 0z

e OEFE=EFYLR
e OE g =F0IZHS I
WALS S WAHEE.

CIHHIOIA= Ol # BT US.

)

. 240 &5t SMSO BHY
P l=!
o -

. EaYS=( &5t 01IS0 DY
P l=]
oS

. EAYUS2S(NYOE £TWE
AFE X2l ID

e 2HUSO|MHE LR

. E2Y2=20|0NLOZ 2HE
L_I-RI.
=

ne
o QL”
e
HT
rr

i

=
=l

0 o3

S H

Organization related data

e The auto-generated unique GUID of
the organization

e The name of the organization.

e The ID assigned to this organization.

e The primary street address.

e The secondary street address
information.

e The city of the organization.

e The state or province of the
organization.

e The postal code of the organization.

Upon user’s request for
deletion or after 1 year of
not having an active
license or trial, data will
be archived. Archived
data is purged after 90
days.

ctold ALE ME 20| 8le
AEZ 190] ZtEt =,

Data Storage (record,
host, log, archive or
otherwise store Customer
Data);

Data Access (retrieve,
copy, examine, modify,
transport, scan, or
otherwise access
Customer Data);

Data Analysis (survey,
test, study, interpret,
organize, report, or

LanSchool Air Data Processor Agreement vO11 March 2025
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v

The country of the organization.
The administrative contact
information.

The technical contact information.
The billing contact information.

A flag indicating if this organization
has a site agent.

The date that this organization was
created.

The default security policy for the
organization.

Organization’s contact data: first
name, last name, phone number, e-
mail address.

M
M
0
0w
ot 0
n H
A
1
|0

| 25 GUID

by 2
> 02 0

My i
2 gy

2

il

=3

n

5]

=
>

PA P AT X M FA 22

e
i)
10

Jai
(=)
fol

40 0 I 2 -

el o o
'E 44 b
1 =
rir
=
12

EH0| &8t 20}

PRV ST

e ety

HIE &P eiety

= ZXO0| AOIE HOIMEE S
A= AL 012 Lol BA

= ZX0| Y LR

ZRZ Qs |2 Hot
Exo| glety L 018, 4,

S, 0l =4

dE=gT 22400
HaE BREHEE
90! Ol HIAHE.

otherwise analyse
Customer Data).
32 MEQOIE, ZAE,
£, 0t7tole £= 1 2
DX HE HE);

HE 2 (3=, S AL EALL
=8,0/™, A £=1 2
DM HE0 CHet & 2);
HE & (AL HAE,
o, oA, 24, 20 K=
dIHEFE =24)

User data

The auto-generated unique GUID of
the user

A set of key-value pairs of all current
IDs of user,

The first name of the user.

The last name of the user.

The e-mail address of the user.
Permissions directly assigned to this
user.

A reference to the organization of
which this user belongs.

A subset of user IDs that a user is
allowed to use for a login.

Upon user’s request for
deletion or after 1 year of
not having an active
license or trial, data will
be archived. Archived
data is purged after 90
days.

0x
@
tu
=
i
=
0
&
ro
R

Data Access (retrieve,
copy, examine, modify,
transport, scan, or
otherwise access
Customer Data)

32 82 (35, AL AL
=&, 008, AHE= 1] 2

- o
DRS00 e E2
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e Atimestamp of the last time the
user successfully logged into the
system.

e Atimestamp of the first time the
user failed authentication within the
past hour.

e The IP address of where the last
successful login took place.

e The IP address of where the last
failed login took place.

e The timestamp of the last failed
login attempt.

e A counter for the number of
consecutive failed login attempts.

e The permissions granted to the user.
Generated by combining all
permissions from the user's groups.

e The date that this user was created.

e The date that this user was updated.

=
00
24_

I—IE
LJ If M 18 GUID
8t 2

>
OtO OFO

[ )

& =
<

<
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c

o

o

Q
5

1o

4

olo

°
=
>.¢

te] 018
ol o (1)
FOl O1HI & == 4

°
=
P

°
=

00 OR
>

i
00 > > 00 00 00
>~

.
I =
>

20012 A ABEIES
5128 ALBXHIDS BHSISS

o ASIIAAHH 8BHOZ
27018k OIXISH AlE S| Bl AgT

o XLHIAIZEE AT IO
AT DFXI 2 AR 9
EF%ﬁEHE

e OIN%S2 820l 2700
ETCESEPSTRTEPY

o OtXIZ2=2 AlIist 22010]

ETCESEPSTRTEPY

)
.

e ODINYOR IS 210 AT
EfeiAEdT

o QZOZ ANH ZIAE TS
s

o ASXHOI RO 51 0h ALR X
180 BE 50HE SBOH0 M aE,

EOHI]

e = AEXDFZOIOEE It

o = ANEXINMULE
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Activity Log related data

e Student web browsing history (URL,

timestamp)

e Student application history
(application name, timestamp)

e Classroom chat message history
(sender, receive, message content,
timestamp)

e Administrative activity log (user ID,
activity type, timestamp)

e Students’ screenshots, tab

metadata, active tab page content

Teachers’ classroom objectives.

23 Ee
| & Z M4 JI= (URL EFZ A
| IEcI2H0IE JI=
clAO0I&E Ol &, EtS AR I)
HE BIAIX D1 =
SaRAPAS
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H
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Upon user’s request for
deletion or after 45 days.

F A

5

i

2

o >
-IO OtO
r|r H
0%t
ro

i

Data Storage (record,
host, log, archive or
otherwise store Customer
Data); Data Access
(retrieve, copy, examine,
modify, transport, scan, or
otherwise access
Customer Data); Data
Analysis (survey, test,
study, interpret, organize,
report, or otherwise
analyze Customer Data).

GI0/El T &2
HOIHE JIF, 248
27,03 }Ol_ =

JIEL g o R M,
GIOIE A4 (D2

GIOIEIS 24, = Al
TN SR, WL, AN
CCi le'. tII-I:H OE

o Nl ) H0/E 2
(D24 CIOIE 2 ZAt,
HIAE, o7, o, Hel,
2D EE0E ggoR
=)

[

=]

]

License data (Excludes personal data)
SOl A HE O A2 = H2)

o -

This data is kept as long
as necessary to comply
with legal obligations, to
enforce our agreements,
etc. This does not include
personal data.

R
Hetel 018 S S ol
BQS |2 SO A,
SR BV ES LS
X 2.

Data Storage (record,
host, log, archive or
otherwise store Customer
Data);

Data Access (retrieve,
copy, examine, modify,
transport, scan, or
otherwise access
Customer Data);

Data Analysis (survey,
test, study, interpret,
organize, report, or
otherwise analyse
Customer Data).

HE MEHOIZ, BAE,
£,0121018 &= 1 2|
DY YR,

dE 2 (3=, SAHL Z A
22X O|M™, AME=E ) 0|
DB S ™ 2);

- o - [y - =
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NEEM(ZALHAE

T |
Ao, e, 20 k=
DDA F 24)

—_—

Duration of the Processing
el Jl12t
The duration of the processing corresponds to the duration of the Agreement. Data retention policies

as described above will apply.

Meldlte & Hekel It 25 LIC Of &

Categories of Data Subjects

dEFHC =&

Students, Teachers, Organization contacts and Users in general
SHAM WAL D2t et 2 B ALE A
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ANNEX B — SUBPROCESSORS
S8 B-ANEZZAMA

Storage Location

ISESIRAPN

Purpose
I==PS|
-/ T

Amazon Web All user data as described in AU, US, or UK Cloud service
Services Annex A (regional transfer provider for the
OlOtZE A AHIA | €8 AWl #EE 2E ALZX} | restrictions are applied, | application
MY meaning e.g. European | infrastructure. All
qm‘a stored exclusively Data is processed by
in the UK). .
— = C the application.
eFO=%=  Jgzasos
o == o b X & = o
S= (/SE &S JIBHEHIS 2Bt
Metol ZEELILCH Zg19C AHlA
=, FE GI0EH = MZX e Ngs
Z=He CESEDEEEL!
HEE L) el
Datadog Application data, IP address us Log collection tool.
HIOIE = and username 0= e85
OHZcIAHOl&E TIoIH, 1P =2
L AIE A OIS
Hubspot First name, Last name, Email, us, EU On-boarding.
A8 AT Phone, Company Name, Title, | 0|=%, EU =284
Geographic tag (e.g., state),
Industry
018, 4,010, 83tH 5,
3| A OIE, A, Xl
EH(0: =), &S
MongoDB Atlas | All user data as described in AU, US, or UK For the application to
s Annex A (regional transfer run correctly.
OtSetA SEAN &= L= AIE A restrictions are applied, | 01Z 2l 01 &0
8= meaning e.g. European g %GDH A sotJl
data stored exclusively F1ofl.
in the UK).
9—1—, D| = g E
= (g S
If/ofO/ 575325%/5/
f, =25 GI0IEH &
& =0 BF
MHEELICH).
Pendo Application usage analytics, us. To improve the
HE user-submitted feedback, end | 0= functionality and
user first name, last name, usability of the
email, and organization name. product.
OHE2IAHOI & AIE 24, ME2 Jls
AP XEOF HIZ B I S REBHS FAADID)
| of
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ANNEX C — TECHNICAL AND ORGANIZATIONAL MEASURES (TOMs)
g3c Il L XA X X(TOMs)

Supplier has implemented a comprehensive and written security program with physical, technical,
procedural, and administrative controls that reflect prevailing industry standards for the
protection and responsible use of Personal Data including, but not limited to, the following
controls:

sSAcUSU 22 HOHXEXE Z&80l0, HAUEFES 25 L Y2 A= AIS0 28
o aES HtYols 22 E, 018, 2XA, d2lE MO XX E L8ote T2 X, HH
BorTZ S T SIASLICH

Technical Activities/Controls
= H 2 g2s/SH
Access Logins NIST-based password policies
&2 (system & application). (multi-factor authentication for admin-
level access and interfaces).
ol A Edl =03 ye
ZHAIAEIRHE2IAH01A) NIST J| B | 20 B4 = = 2
(Z2IR +F %ML Y OIEHOIAS
PSR 2E)
Encryption Data storage at rest & in transit. AES 256-GCM (at rest),
253 2 0IAME L ESAHE TLS 1.2, 1.3 (in transit)
AES 256-GCM(& XI),
TLS1.2,13(8& =
Static application All server and micro-service images, Regular vulnerability scans and
security testing All binary clients and monitoring.
& HZcIAH0lE 22t | extensions/plugins. SO HQ FoFHE A Y
HAE 2= M & 0t0l2=2 ABlA OIDIA, SLIHE
2= Holel 2e0lHE Y
/240
Dynamic application External applications APIs. Web application scans,
security testing 22 HZcIAHO0I& APl Penetration testing
SEX™ HE2|HO|IE Bot (Bi-monthly internal tests,
HAE semi-annual 3" party tests).
T 2 HESCAHOoIE AU, EE
HAE
(BE 2t R HAE, BHIE W3k
HAE)
CIS benchmark Cloud platform provider, Cloud CIS compliance checks,
hardening Server instances. Cloud security monitoring,
CIs g XI 03 & &t ScURE SAS MSA, AH IABE A | Regular CIS L2 server
benchmark assessments.
SRS S EU0IAA HE,
2c2RE Bot ELI BHel, 801
CIS L2A H BiIXI0t3 & Ot
Software 3" party opensource dependencies. Conduct regular vulnerability
compositional analysis | A3t LE LA OJEH audits, repository monitoring.
ATERNH 24 =24 HIIEQ FHAHL 2ZAL MEA
ZLUEHE AAl
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Infrastructure
assessment
ol el HOt

Cloud platform provider.
SURE SHS MR

T — =2 A0

Regular reviews of all
software-defined networks
(SDNs)

(identify network segmentation, firewall
configuration, and resource access
misconfigurations).
SELATEYAH-B

HIEA A (SNSs)0ll CHEt D1 X
=)=

(UIEHD 28, wats 2o
AN LS HRE P SOl

elAA

A

= 0x
Q

Web application
firewall (WAF)
g HES2lAHolA
2} S5 (WAF)

Production web applications.
TZ8& A 32 0lE

WAF protection

(core rules for common attacks).
WAF £ S (Bt=ol 220) (45t
ENESTE R

Static code analysis
d8 IE =4

Proprietary code.
&8 IS

Regular code analysis is
conducted using a commercial
tool, secure code reviews are
conducted during code

merges.
o8 2 086t EI1AQl
DS =A MM, DE HE =

2ot IE HE AA

Log collection
23

Cloud platform provider,
Application.
ScURE SAS MESAL, HEAH0lE

Cloud platform API
transactions (logs older than one year
are purged, accessible by engineering),
WAF logging for edge
detection (logs older than one year are
purged, accessible by engineering),
Subprocessors, see Annex B,

for application purposes.
2R ZSHZ pApl EHM A

= A O
180l EtE 2= M, AXLIHH
ot ED), X 2 X2 28t
WAF 22 (1L=|0| e 2= MH,

AXLIOE EEMIt E2),
olZeole SRS wA
&0

Infrastructure as code
DEZNOIEZE

Cloud platform provider.

SctRE SHS NS

Infrastructure as code is used
to automate infrastructure
deployments and improve the
immutability, misconfiguration
of infrastructure.

DEZANO QlZEet= olEete
B E XS 3Hokal, o1 = 2te
294, 2xe A4S Aol
Floll A=
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Organizational

EARH

Activities/Controls
B2ES/SH

Incident (including data
breach) response

AL OHOIH S F ol
IEH S

Security events related to products in
production.
MASOI MBS 2EE SoF AtA

[y

Product incident response plan
in accordance with NIST 800-61
and Lenovo'’s internal Product
Security Incident Response
Team (PSIRT) processes.

NIST 800-61 & 2ll'.=tHe| L2
S 20t AL TS E(PSIRT)
XN HE HS AL IS CH A,

Trusted providers list
SMEItse MSA HEt

All subprocessors that directly
integrate with products in production.
Mab SO HSH HEELZ HFOMol=

2= MEEZZANA

Standard security assessments
of integrated providers, DPAs
for Personal Data processing
providers.

SeES= A0l O £& 2ot
HoHL WA Mel Msk=2S
</ St DPA.

Vulnerability
management

Fety 2l

Server OSes,

Docker containers,

Clients,

Products in production.

MHB 0s, =21 Z1HI0IH, 220|AHE,

Ha SO NS

A program that employs various
tools to aid in identifying
vulnerabilities across all
compute systems.

SEZFE AIAENA

HorES AlEels 28 5D
o

ol
ob [l
rra

—
Flofl Ctefet 2= &Y

Software Security
Review Board (SSRB)
ATEQN 2ot HE

2|2 3| (SSRB)

Products in production.
MA SO NS

SSRB reviews are conducted
quarterly. During reviews, all
technical and organizational
measures are assessed for the
product in question.
SSRBZEEE= ZIIEZ AAIE.
ZE S0l e HS2 <ok
LEJ=H L XAMAE IXE

ZOhg.

Data retention policy

tentl
HO oY

Personal identifiable information,
Application data,

Products in production.

NI AEHES,

HEcIAHOIE BE,

MA SO HIE

Upon user’s request for
deletion or after one year of
not having an active license or
trial, personal data will be
archived. Archived data is
purged after 90 days.

AZXIHARE & B2,

T=gdatE ctold ALt

HE &0l ele e Z 10|

diltet =, d2= 2 S26A40

2a2E 22" §2=902 0=
&l

=
J
X
0

Security and privacy
awareness

All employees (Privacy Basics and
Security Essentials courses)

Semi-annual training for
specialized It and product
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u}

LI el

Oﬁ

[ R e
T

e H

> e
hl
fol

teams on advanced security
topics, such as OWASP Top 10.
OWASP Top 101t 22 115 20t
FHO 28 82T ME ES
FIEH D &l WS

Continuous security
NEH 2ot

Products in production.
A SO NS

Regular application of Technical

Measures.

I—Ile—lO|j| I—l II| l:OI

Opensource
compliance reviews.
LELAHASCOIHA
=)=

Products in production.
MA SO NS

Assessments conducted to
ensure proper licensing and
attributions are provided in
distributed software.

328 AZEIoN HEs
IRRIE 1 £ 40|
HBEA=KE =OI5t0| 98
O AN

Disaster Recovery
At =

Products in production
A SO NS

Following NIST-800-34 as a
guide to maximize RTO and
RPO.

RTO 2 RPOE zZlUigtold| st
K& 22 M NIST-800-34 ===

Backup policy

HH O X~ XH
e o™

Databases,
Code,

Logs.

IOl HIOIA,
aCc

—

27

The general policy requires
multiple backups, one of which
must be offsite from the
primary storage location,

Regular database backups
occurring hourly, weekly, and
monthly. Hourly and weekly
backups are retained for 7 days.
Monthly backups are retained
for 12 months. The restore
window is 7 hours,

Application source code
backups occur daily and are
backed up indefinitely,

Production logs are retained for
14 days after which they are
archived and stored for an
additional 30 days.

UBIHOl FMS [}E
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OHAIZEH OH==, OHE JIIHE
CIOIE B0l A =80l OIF 0.

=, T —/ =
2aE. 28 SHE2 1200
so 228, =S8 Jis AlZt=2

S RIIEOZ 302 SO HEE,

24

LanSchool Air Data Processor Agreement vO11 March 2025
LanSchool Air GO & X 2| Al 2k v011 2025 32



stoneware

a lenowo. company

ANNEX D — INTERNATIONAL DATA TRANSFER AGREEMENT
2E D-HIBE I 0l & A<t

This Annex sets out the data protection requirements (including requirements under Applicable
Privacy Laws) that apply: (i) to the Data Exporter ( Controller) when it transfers Personal Data to the
Data Importer (Stoneware, Inc.), its affiliates and/or its Subprocessors, for Data Processing; and (ii)
to the Data Importer when it receives Personal Data from a Data Exporter for Data Processing.

= Z2H2 () E2MNSNHAESH) I EEXMCIE R BESZIHAEAN =418/ AH, O
HEML/E=E MEZZMAMUH HAEBEE 018 Y ZR0l= EE2 XS X0 A (ii)
JEFEIHAEANN FAJANIEEXCIE ol S2MSXN=ZFH HAEEE =8
R0 BEEN0AN HEH= NUEEES QAU(ZE HUEEESH & RHAS
zggLths #dgLt

The Data Importer warrants and undertakes that at all times it will:

0

P8 220l ML USS &S XSS 20N 20t=LITH

a) Process the Transferred Data in accordance with Applicable Privacy Laws and will provide
reasonable and timely assistance to the Data Exporter as needed to help the Data Exporter
comply with its obligations under Applicable Privacy Laws; and
23 I EEESHN Ot oldE E82E Mg H0IHH, BEMSAIE 2d
NI EEESHAY ORE &e = UAEE HEMSNE ZEAN 2lE22 X3S
A LICY.

b) not knowingly perform its obligations under this Agreement in such a way as to cause the Data
Exporter to breach any of its obligations under Applicable Privacy Laws.
HeF Ao oRE Oldetd U, o2 FENSAIL 2 I ZEESHU UE
O|FE PIBtot == oKl & LI

The Data Exporter confirms that it has taken necessary actions to ensure compliance with the
applicable Data Protection laws, including the cross-border transfer of personal data requirements,
such as having obtained explicit consents of the Data Subjects with their personal data being
transferred abroad, notified relevant authorities or applied for their approval of the transfer or other
underlying obligations, as applicable.

FENSA= HE S0 HAEEDt o2l Z 0l &&= 240l CHoll EE2FH2 SAIHQ S22
SRAALE, 283 =0 SKotARAHLE, 28 =2 0l& s = JIE JI2H el 2| Ateti
et selSAEol=e S HUEE =2 0/ LAS 2ot 2E HUEEESHE =40t
Flof 2Rt =X E FUSS U LICHHEols E2)
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1. European Economic Area (EEA)
=& 3 N XIS (EEA)

If Supplier’s services are provided to Controller within the European Economic Area (“EEA”) or such
other jurisdiction subject to EU Data Protection Law, the following provisions shall apply:

S A MUIAIISE ZM XS (EEA”) E=EU HI0OIEH ESEO HE2 8= DB 2E 24
LHl AEEHUHAH HBE= 3R Us 2&0| HEE LICL
(A) “EU Data Protection Law" means (a) Regulation 2016/679 of the European Parliament and of

the Council on the protection of natural persons with regard to the Processing of Personal Data and
on the free movement of such data (General Data Protection Regulation) (the "GDPR"); (b) the EU e-
Privacy Directive (Directive 2002/58/EC); and (c) any and all applicable national data protection laws.

(A) "EUOIOIE ES8"2 (a) M HIOIH Ml L oY UI0IEHS IR 22 0ls0 &2et 38
ol3 & OlAIE 2l 7& 2016/679(2 B HIOIE 25 7 &)("GDPR"), (b) EU 8 X} JHOIEHE &2
Xl & (Kl & 2002/58/EC), (c) 2E HYE = It UIOIEH ES 8 2 2|01 & LICh.

(B) Supplier shall promptly inform Controller (a) of any requirement under EU Data Protection
Law that would require Processing Personal Data in any way other than per Controller’s instructions,
or (b) if, in Supplier’s opinion, Controller’s instructions may infringe or violate any applicable EU Data
Protection Law.

(B) =
X 2| 6H OF
EUGIOI &

= Ab= (a) EUCIOIEH ES -0l [Het JHe! Ol
= 2+ AFE0l /e )
o

IEIE HES AU UHE LAM2E
ZEZc2 XNFO0l ol

AN ZEZEH0l 240k &LICH

=
¢}
CETER

ol

(Q) Data Transfers: If Supplier or its Subcontractors are located outside the EEA, Supplier and
Controller hereby execute the controller to processor standard contractual clauses as set out in
MODULE TWO in the Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard
contractual clauses for the transfer of personal data to third countries pursuant to Regulation (EU)
2016/679 of the European Parliament and of the Council as amended or superseded from time to time

(the "C2P Standard Contractual Clauses") and hereby incorporate them into this Addendum by
reference. The parties acknowledge and agree that:

(C) OIoIe &8&: S2=A £= 1 ot== At EEA IR0 A= 2R SSAA H2ESS=
FANZ WAL WA = =8 2/8] € 0[AtS 2] #E(EU) 2016/67901 et M3=22 JHOI
QIOIEHE M&Eot)| 28t & A a0l CHEE 2021 6F 42X 2ARS| A A EF(EU)
2021/914°] 2= 20l BAIE HESHUHA Z2MMZ S0 28 HEA2S XZ6HD
A0l 2o oiE EEHAxSE & FF0 HYESLICL ALLE2 US AteS 5216t
Ol0fl S2l&kLICH.
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a. Supplier and Controller shall each comply with their respective obligations in the C2P Standard
Contractual Clauses;

a. SS2ANAAHEEH= P EEZ NI BB S XS Ao 2t Xt0| | RE =40l 0F & LICH.
b. if there is any conflict or inconsistency between the C2P Standard Contractual Clauses and this

Addendm or the base agreement, the C2P Standard Contractual Clauses shall control to the extent of
the conflict; and

b. QP HZ= HOIEEES XS E EE L=l AL U 240 5= L= 2L Xt
EMot= 3R, MY S=S2 H UM 2P EZF HCIZEES XS0 SEELICH
C. The information in the following tables is hereby incorporated into the C2P Standard
Contractual Clauses shall take precedence; andbetween the Parties:
c. Ot E2f LHZ0| EALAIS AFOIUIM 2P EEHIF R0l B 2 & LICH.
Information to be incorporated into the
C2P Standard Contractual Clauses between Controller and Supplier:
HEEC/ O BT A ALOIOAH QQPEFH X OF HLE F &P
Clause 9. Use of sub-processors Option 2 GENERAL WRITTEN AUTHORISATION

Hox BEX XelXk ol is selected. Data importer shall provide
information at least 30 days in advance as per
Clause “Subprocessing”
S8t HH S010| AEHE LICEH IOl EH
=Z3N="EX Hel" ol et =4 302
&K B2 E MSoHO0F & LICH
Clause 17. Governing law These Clauses shall be construed in accordance
M17x =HE with the governing law set forth in the Parties’
base agreement unless that governing law is
not that of an EU Member State that allows for
third-party beneficiary rights. In such event, the
Parties agree that these Clauses shall be
governed by the law of IRELAND.
E L2 &AHYO0| M3X =6l At A2l E
E0t=EU & =2 &Yl OFL! &t
SALRLS] D12 HIH0l S AIE &0 et
o dELICE Ol 2%, HALAE2 01 &t
L0l ot He| MEs 2=C= Ol
S2lgfLICt

Clause 18 (b). Choice of forum and jurisdiction The Parties agree that any dispute arising from
M18=(b) B A X ((HiEHh) L 23O M EH these Clauses shall be resolved by the courts of
IRELAND.

GAMAS2 0leler ez Qloff ZMot=
2= E"”O Orget= 2
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Information to be incorporated into Annex 1, Part A of the C2P Standard Contractual Clauses:
Q2p ZZ X 3to/ P11 IfEAN EHE/E ZZ

Data Exporter s Name Controller, and any of its commonly owned or controlled
FDHEAS 0/ affiliates
HEEH L HESHI dPEZ AROHIHLE XIHHot=
HE A
Data Exporter s Address To be completed by data exporter
ZPHZEAS =4 B DN PN D RSy =ig

Data Exporter s contact person s | To be completed by data exporter
name, position, and contact A2 MSAOL & A

details

S BHEAe 5 &AL 015,
X2 L oS

Data Exporter s activities To be completed by data exporter
relevant to the data transferred | & 2 NS XtOt & A& &

under these Clauses

=280 liet NEE F 2
2elEs FEH IS g

Data Exporter s signature and To be completed by data exporter

date S HSKOL &S

S 2HEANE AE L L

Data Exporter s role Controller

FEHZA S &g HEE

Data Importer s name Supplier (Stoneware, Inc.) and its Subcontractors
ISR =PI = 23 XH(Stoneware, Inc.) 2t 1] ot == At

Data Importer s address Stoneware, Inc.

& GBS =4 8001 Development Drive, Morrisville, NC 27560

United States of America

Stoneware, Inc.

8001 Development Drive, Morrisville, NC 27560
United States of America

Data Importer s contact person s| Dan Verwolf, Director

name, position and contact privacy@lanschool.com
details Dan Verwolf, Director
FZ+G IS 55 A 05, privacy@lanschool.com

&P & o

Data Importer s activities As set out in Part B of Annex 1

relevant to the data transferred | = 12| IIEBUHM #& &
under these Clauses
= L2a0) Uit AEE T2 Y

dAEEH 2 89 ES

—
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Data Importer s signature and
date
=Y ==y

To be completed by data importer

8 =8 HA g

Data Importer s Role Processor

X2 £ 9 G&

Z2 A (X2l X

Information to be incorporated into Annex 1, Parts B and C of the C2P Standard Contractual

Clauses:

COP T OFXSIo) E=1, IfEBYIcE HLYE FE

Categories of data subjects
S EFHC &+

As set out in Annex A above
g 2= A0 AEE

Categories of personal data
HoIBE gF

As set out in Annex A above
2 FEAN AHE

Sensitive data
b/z2tet 582

As set out in Annex A above
9 2EA0 AEE

Frequency of the Transfer
Mo BlE

Ongoing frequency, as long as LSA license is
active
LSAHGI Ot S8t 8t X=Xl BlE

Nature of the processing
J2/el &=

As set out in Annex A above
2 SEAUNM REE

Purpose of the processing
xe/e =&

As set out in Annex A above
2 P=AUNAN FEE

Period for which personal data will be retained
el FEe &7 T2t

As set out in Annex A above
2 SEANM REE

Subject matter, nature and duration of the
processing carried out by subprocessors

BEX /I +8ot= H /S HE &F
2oz

As set out in Annex B above
2 PE=ANA FEE

Competent Supervisory Authority with
responsibility for ensuring compliance by the
data exporter with Regulation (EU) 2016/679
2 HEAE 78 (EU)2016/679 =+ 5

2olgt o= 22 2E Z=T/2

The supervisory authority that will act as
competent supervisory authority will be that of
the EU member State where Data Exporter is
established in the EU. If Data Exporter (l.e.,
contracting legal entity) is not established in
EU, then the Competent Supervisory Authority
will be such of the EU Member State in which
the Data Exporter’s EU representative within
the meaning of Article 27(1) of Regulation (EU)
2016/679 is established. If the Data Exporter is
not established in the EU but does not need to
appoint an EU representative, then the
Competent Supervisory Authority will be that of
the EU Member State in which the data
subjects whose personal data is transferred
under these Clauses in relation to the offering
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of goods or services to them, or whose

behaviour is monitored, are located.

et A= J|ACZ A get=S sAlol=E 2=
&2 A8 MBXIJF EUNIM & &t
SlA=0 2= J&LLICH 2 HsX
Her 5ot eulll £ &K &2 3=,
2= J| 22 AE(EV) 2016/679H127% 18
o0l Lol U= HEMSX2 Eu el ol
A8 & EUgIE =2 Z2=J2LIC
MEX0F vt &S A LUK B
elels s 2 gie &%,
25|22 28 = MHUlAL H31
ZteEotd = Lo M2k el BEJt
MECHU O #HES0| 2PLIHEEHE ¥E

2SI 2 LI

o

—
m
[

o Qo i
Lo mor J

(=)

b
T

m
C

]
ok

Information to be incorporated into Annex 2 of the C2P Standard Contractual Clauses:

Cop BEEN XSO P2 22 BUE

Description of the technical and organizational
measures implemented by the data importer(s)
(including any relevant certifications) to ensure
an appropriate level of security, taking into
account the nature, scope, context and purpose
of the processing, and the risks for the rights
and freedoms of natural persons.

Xe|o &2 B8, we Y 2 101019
Ao L IR0] e 98 = 1121010,
Mot +70 o= ZXot Ao ZEF
FENE) I HHE )£ T Y EH

XIS 015 )0 et &F

As set out in Annex C above
A EECHM #EE

Information to be incorporated into Annex 3 of the C2P Standard Contract Clauses:

cp Tt g0 EE30| HEE F 2

List of authorized sub-processors

B0l R0 EX Ml ==

As set out in Annex B above

F2 F=B0UINM #EE
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2. United Kingdom (UK)
o=

If Supplier’s services are provided to Controller within the United Kingdom, or the nature of the
Personal Data triggers the application of the European Union (Withdrawal) Act 2018 (the "UK
GDPR") and the Data Protection Act 2018 (the "DPA 2018"), the following additional provisions shall

22N MHIADIEZ2 W AESHUHH HZ2ZHLE OHRl @20 EHOZ Qlol 20188 S &
HEH(E3)E) ("Y= GDPR") & 2018 HEESH(“DPA 20187)0| H 2L = AR U8 I
a0l B=ELICH

(A) Transfers of Personal Data to a recipient in a country considered by the UK's Secretary of
State, to provide adequate protection for Personal Data (an "Adequacy Decision") will be
permitted under the Agreement(s) without the need for approved UK Standard Contractual
Clauses.
el 20 et HEE ESE MEot)| flof =2 2220
=8O OH e J 2= A
=

=
4 -/
elEl UK BEE=EH A2 220Xl E&LUICH

(B) EEA countries shall be deemed to be subject to an Adequacy Decision for the purpose of
transfers of Personal Data from the UK to the EEA.
EEA =2 0t= G20 A EEAZ QI B2 E M &6t flof RE L Z2E S 20L0F & LICH

(C) In the absence of an Adequacy Decision, Controller and Supplier agree to execute approved
UK International data transfer addendum to the European Commission’s standard
contractual clauses for international data transfers (https://ico.org.uk/media/for-
organisations/documents/4019539/international-data-transfer-addendum.pdf).
HEL B0 A=ZRTESHY St SEAZ2 HIEE 22 01 M0

HE S Lo s = EE =201d

T
ro

2 Xl (https://ico.org.uk/media/for-organisations/documents/4019539/international-

data-transfer-addendum.pdf)0il (2t H2US HZ o= 240 S 2l &FLICY.
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Part 1: Tables / Table 1: Parties

H1E: B/ H1: ALK

Information to be incorporated into “Part 1: Tables” of the International
Data Transfer Addendum to the EU Commission Standard Contractual

Clauses:

SHIE FINE BEHAFE

HB:
Start date

A=t

As per the above

P2 &S

O JHQIEE 22018 222 “M1E: 270 =3t2

The
Parties
ALK S

Exporter (who sends the
Restricted Transfer)
=&XH(HetE 0l™ S
HZ6t=s &)

Importer (who receives the
Restricted Transfer)
=AUX(MEtE OIS &= T

Parties’
details
SAXE S
N2 FE

Full legal name, main
address (if a company
registered address): As
per the information in the
2" table of the Art. 1.
European Economic Area
(EEA) in the Annex D
HEN 0T, =& =4
(HQo 2R SEE FA):
SE DO M1E
SEI M XS (EEA)2 FHM
HO JOlMeE 22

Official registration number
(if any) (company number
or similar identifier): As per
customer identified under
the Sales Agreement

4 SE HSGHEALEOI
U= BR) (HoHs £ =
2 SASH AEES):
OHORAHI<F Ol SE = DA

02

=
o

Full legal name, main address (if
a company registered address):
As per the information in the 2™
table of the Art. 1. European
Economic Area (EEA) in the
Annex D

HEL 0|8, =& =4 (B B2
SS&E F=2A): 2= DY M1ZE
SEE M XIS (EEA)R SHM Z0l
JIME 38

Official registration number (if
any) (company number or
similar identifier): 35-2097171
registered in State of Indiana
B4 SE HS(GHEAIEO0 JAs
dR)(HolHs = 12 KAIS
AEEHS): QICIOHLIF=0l S= & 35-
2097171

Key
Contact
F A=Ky

Full Name (optional), job
title, contact details
including email: As per the
information in the 2" table
of the Art. 1. European
Economic Area (EEA) in
the Annex D

Ho(HeR), M 0L

Full Name (optional), job title,

contact details including email:

As per the information in the 2

table of the Art. 1. European

Economic Area (EEA) in the

Annex D

SHEEA), HAM O =48

giet et X: £ DO M1X

S E MK S (EEA)S SHM 0l
=l

Sl =]
o T

30 HH

S
=
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= DO M1z
S8 I NS (EEA)S S
HO JIM= 22

Table 2: Selected SCCs, Modules and Selected Clauses

H2: 4HE SCCs, 25 ¥ HEE X8

Addendum EU SCCs See Annex D, Art. 1 above
EU SCCs 2= ?EED H1IE X

Table 3: Appendix Information

FEl

3 %i—l X

=
O oL

Annex 1A: List of Parties As set out in in the Art. 1. European Economic
Area (EEA) in the Annex D

2 1A 2= D HMH1X. RE M NS (EEA)N SAIE SALAS

Annex 1B: Description of Transfer: As set out in Annex A above

S 1B: 0| X0 268 HH: 2 25 A0 HAIE A 2S

Annex II: Technical and organizational measures including technical and
organizational measures to ensure the security of the data: Description of
Transfer: As set out in Annex C above

SEIIHIETES Eot2 BHGH| /I8t JI=X L ZAN XXIE Z&st J=H
L RAAE XX OIMO 25 4 2 RECOHl BAE AL 23

Annex Ill: List of Sub processors (Modules 2 and 3 only): Description of
Transfer: As set out in Annex B above

PEI: ORI ZZANAL S5 (2E2 L 32 220 &F): 01X 28 &H: <

SE B SAIE AN EE

Table 4: Ending this Addendum when the Approved Addendum Changes

. A
Ha 508 220/ HYE 2 2 £=20 52

Ending this Addendum when Which Parties may end this Addendum

the Approved Addendum as set out in Section Error! Reference s
changes ource not found.:

SoE B50| HIE I = X Importer

259 52 O Exporter

O neither Party
H19Z ol #AE ol et 2 RS
SZEE = Us AL
X == XAt
=X

O0= AT & == 8LS
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Information to be incorporated into “Part 2: Mandatory Clauses”
of the International Data Transfer Addendum to the EU

Commission Standard Contractual Clauses:

SEQJAS EEH LIS OIFE 20| 2219 “H2&: 2#HRE”0
le.El I‘I

Part 2: Mandatory Clauses of the Approved Addendum, being the
template Addendum B.1.0 issued by the ICO and laid before
Parliament in accordance with s119A of the Data Protection Act 2018
on 2 February 2022, as it is revised under Section Error! Reference s
ource not found. of those Mandatory Clauses.

M2&: SClE 220 M AH, = 2022. 2. 2 MOIHEES Y
s199A01 et ICOJ ZHTHH 230l H=E £ B.1.0. &2
22 27 E M1sEH et +=8E A

20182
ez AM O

3. Switzerland
AHA

Insofar as the transfer of Personal Data is subject to the Swiss Federal Act on Data Protection, the
parties agree to comply with the EU Standard Contractual Clauses and the following provisions shall
apply: (i) the Federal Data Protection and Information Commissioner (FDPIC) will be the competent
supervisory authority under Clause 13 of the EU Standard Contractual Clauses; (ii) the Parties agree
to abide by the GDPR standard in relation to all Processing of Personal Data that is governed by the
Swiss Federal Act on Data Protection; (iii) the EU Standard Contractual Clauses will be governed by
the laws of Switzerland in accordance with Clause 17 (Option 1) insofar as the data transfers are
governed by the Swiss Federal Act on Data Protection; (iv) the term ‘Member State’ in the EU
Standard Contractual Clauses will not be interpreted in such a way as to exclude Data Subjects in
Switzerland from the possibility of suing for their rights in their place of habitual residence
(Switzerland) in accordance with Clause 18(c) of the EU Standard Contractual Clauses; (v) references
to the ‘GDPR’ in the EU Standard Contractual Clauses will be understood as references to the Swiss
Federal Act on Data Protection insofar as the transfer of Controller Data is subject to the Swiss
Federal Act on Data Protection.

NI EE 0| MO ARA A HIOIH ESH HES =L GMUS2EUE

oI BES XSS =40t= O S2lot, 010 2toll THS =80l M= & LICH () UES
HOIZEESEa 1320 et AL UI0IeH 25 & E2 RI22/(FDPIC) It 2t 285 J| 20|
T, (i) GAMKSE2 AAA AL HOIE ESH0| M2 e 2E HOIFE Ml 226H)
GDPR BEEZS E=4:6t= Ol S2lot 1, (i) HIHE 0| & 0] ARA AL [HOIEH ESEO HES
Et=SHEUHEZF HOIAEESAS2 M17E8 (246 1)0 et A/IA BES HEg2 25 LICE
(iVJEU EZ I8 EBES X2 '3lA="0lct=e EH=EU EE HIEEES X8 Hl18%E
H(C)&tol et A/AN AXS HEFHIE HZEXN(AAAN)UHA XA A2 E Rl A2
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Holg JtsdE2 tHi Mol 2 ==ol8E X ZSLICH (vV)EU EES I EEE2 S X80
‘GDPR'0l CH&H KIZ 2 HAEZE2 HIOIE 2 0| MO ﬁ-?l* AY HOIH Es8o 822 2= &,
AAHOIH 25 E A&Edt= X2 =2 0l & LICH

4. Brazil

gSctd

In case of a transfer of Personal Data subject to the Brazil's General Personal Data Protection Law (as
amended by Law No. 13.853 of 8 July 2019) (“LGPD”), and Lenovo, Supplier, or both are located in
Non-Adequate Countries, the C2P Standard Contractual Clauses as referenced herein shall apply with
the following amendments:

Hela o Aol BB S8 (2018E 78 8 X2 B E 13,8532 2 JHAE 21, 0lot “LGPD”)0|
ML= eIEEO 0|2 de C= 28 I EX2A 210 Aot 2L,
HIIHAN EXC = PEEAHA2A20| IS HEUHE Y M HEELICH

(i) the supervisory authority of the C2P Standard Contractual Clauses shall be the Brazil’s National
Data Protection Authority (ANPD);

(i) 2PEZEH ko A= =22 E2td 2 22 S 2= (ANPD)JF ELICH

(ii) the governing law in accordance with Clause 17 of the C2P Standard Contractual Clauses shall be
the LGPD;

(i)C2PEZEH k2 M17E2 0 et EH Y 2 LGppIt & LICE

(iii) the choice of forum and jurisdiction in accordance with Clause 18 of the C2P Standard Contractual
Clauses shall be Brazilian law in case the data transfer is exclusively subject to the LGPD; and

(i) 20| &0l LGPDIL BHENH 2 2 HE L = B2 C2PHEE=H & ef 2 M18X0f [HE 22l
SdEi2 Ectd 8ol Lt dcl

(iv) any references to the GDPR in the C2P Standard Contractual Clauses shall also include the
reference to the equivalent provisions of LGPD (as amended or replaced).

(iv) 2PEZEH A2 M2 GDPR OIS 2 LGPD(=A T HLIHAME LHE CHZ) & 20l
==X

5. South Africa
o= el 3t

If Supplier’s services are provided to Controller within South Africa or such other jurisdiction subject
to the Protection of Personal Information Act (POPIA), the following additional provisions shall apply:
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SN2 MEIAJSO0tEeI o E= 010 HE2 ESE(PoPIA)2 HES 2= JIEH 2 LHY
ZESHHAN MSE=ZERUS FIH X0l HEELILHL

(A) Data Subject means a natural person who can be identified by reference to a name, unique
number, location data, online identifier, or to one or more factors specific to the physical,

physiological, genetic, mental, economic, cultural, or social identity of that natural person as
well as an identifiable juristic person or legal entity.

HOIH =Xe= 018, 257 815, fIX GI0IH, =22t AR, L= AIXA, Me[A,
QU HAN, BHE, 25N, L= ASH FHS0 DR 6L 0149 @012
HEBORM SHE £ Qe XG0, T Alg JISE 90l T HE AJ S
|0l &Ll Lt

6. Australia

S

The parties agree to use and protect applicable Personal Data in compliance with Australia’s Data
Privacy Act as amended.
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ANNEX E — ADDITIONAL PROVISIONS

HEE-FIINQI X8
1. California Consumer Privacy Act (“CCPA”).
Ze|ZEL|OF AHIA Z2tO0IH Al -

Stoneware, Inc. is a Business. Additionally, Supplier is Customer’s Service Provider and will process
Personal Data on behalf of Customer.
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d. Supplier shall not sell the Personal Data or Proprietary Information. “Sell” means selling,
renting, releasing, disclosing, disseminating, making available, transferring, or otherwise
communicating the information for monetary or other valuable consideration.
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e. Supplier shall not retain, use, or disclose the Personal Data: (a) for any purpose other than
for the specific purpose of performing the services set forth in the Agreement for
Stoneware, Inc. or as otherwise permitted by the CCPA and its implementing regulations,
(b) for a commercial purpose other than providing the services specified in the contract
with the business, or (c) outside the direct business relationship between the person and
Stoneware, Inc.
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f. This DPA shall serve as Supplier’s certification that Supplier understands the CCPA

requirements applicable to businesses and service providers, including the restrictions in
Cal. Civ. Code § 1798.140(w)(2)(A), and will comply with them.
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